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Background

The Cybercrime Bill, 2015 was introduced and read for a first time in the House of Representatives on

May 1, 2015 by Senator the Hon. Brig. Gen. Alfonso, Minister of National Security. A previous incarnation

of this Bill was introduced? 3during the 4" Session of the 10the Parliament, however it lapsed. This Bill

should be read together with the Trinidad and Tobago Cyber Security Agency Bill, 2015.

Purpose of the Bill
The Bill seeks to provide for the creation of offences related to cybercrime and for other related matters
in Trinidad and Tobago. The Bill is comprised of forty-two (42) clauses and one (1) Schedule.

Legislation mentioned in the Bill
Computer Misuse Act Chap. 11:17°

Electronic Transactions Act Chap. 22:05°
Interception of Communications Act Chap. 15:087
Treason Act Chap. 11:03%

Key Features of proposed Legislation

1.

vk W

Clause 1 provides for the short title.

Clause 2 would provide for the Act to come into operation on Proclamation by the President.
Clause 3 provides that the Act shall have effect though inconsistent with the Constitution.

Clause 4 would define certain terms used in the Bill.

Clause 5 seeks to create the offence of illegally accessing a computer system. This offence would
carry a fine of three hundred thousand dollars and three years’ imprisonment on summary
conviction or a fine of five hundred thousand dollars and five years’ imprisonment on conviction
on indictment.

Clause 6 seeks to create the offence of illegally remaining in a computer system which would carry
a fine of one hundred thousand dollars and two years’ imprisonment on summary conviction or a
fine of two hundred thousand dollars and three years’ imprisonment on conviction on indictment.
Clause 7 seeks to create the offence of illegally intercepting non- public transmission or
electromagnetic emissions to, or from a computer system. This offence would carry a fine of two
hundred and fifty thousand dollars and imprisonment for three years on summary conviction or
a fine of five hundred thousand dollars and five years’ imprisonment on conviction on indictment.

! http://www.ttparliament.org/legislations/b2015h07.pdf

2 http://www.ttparliament.org/legislations/b2014h05g.pdf

3 http://www.ttparliament.org/documents/2240.pdf

4 http://www.ttparliament.org/legislations/b2015h08.pdf

5 http://rgd.legalaffairs.gov.tt/Laws2/Alphabetical List/lawspdfs/11.17.pdf

6 http://rgd.legalaffairs.gov.tt/Laws2/Alphabetical List/lawspdfs/22.05.pdf

7 http://rgd.legalaffairs.gov.tt/Laws2/Alphabetical List/lawspdfs/15.08.pdf

8 http://rgd.legalaffairs.gov.tt/Laws2/Alphabetical List/lawspdfs/11.03.pdf
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10.

11.

12.

13.

14.

15.

Clause 8 seeks to create the offence of illegally interfering with computer data and would include
damaging or deleting computer data. This offence would carry a fine of one hundred thousand
dollars and two years’ imprisonment on summary conviction or a fine of two hundred thousand
dollars and three years’ imprisonment on conviction on indictment.

Clause 9 seeks to create the offence of illegally acquiring computer data whether for personal use
or for use by another person. This offence would carry a fine of one hundred thousand dollars and
two years’ imprisonment on summary conviction or a fine of five hundred thousand dollars and
three years’ imprisonment on conviction on indictment.

Clause 10 seeks to create the offence of illegally interfering with a computer system or a person
who is using or operating a computer system. This offence would carry a fine of one hundred
thousand dollars and two years’ imprisonment on summary conviction or a fine of three hundred
thousand dollars and three years’ imprisonment on conviction on indictment.

Clause 11 seeks to impose greater penalties on persons who commits an offence under Part Il and
which affects critical infrastructure. This clause would define “critical infrastructure” as any
computer system, device, network, computer program or computer data so vital to the State that
the incapacity or destruction of, or interference with, such system, device, network, program or
data would have a debilitating impact on the security, defence or international relations of the
State or the provision of services directly related to national or economic security, banking and
financial services, public utilities, the energy sector, communications infrastructure, public
transportation, public health and safety, or public key infrastructure. An offence under this clause
would carry a penalty of two million dollars and fifteen years’ imprisonment on conviction on
indictment.

Clause 12 seeks to create the offence of illegally producing, selling, procuring, importing,
exporting, distributing or otherwise making available a computer device or program for the
purpose of committing an offence under the Act. This offence would carry a fine of two hundred
thousand dollars and three years’ imprisonment on summary conviction or a fine of five hundred
thousand dollars and five years’ imprisonment on conviction on indictment.

Clause 13 seeks to create the offence of the unauthorized receipt or grant of access to computer
data stored in a computer system and would carry a fine of two hundred thousand dollars and
three years’ imprisonment on summary conviction or a fine of five hundred thousand dollars and
five years’ imprisonment on conviction on indictment.

Clause 14 seeks to create the offence of computer-related forgery. This would make it unlawful
to input, alter, delete or suppress computer data which would result in inauthentic data and
would carry a fine of three hundred thousand dollars and three years’ imprisonment on summary
conviction or a fine of five hundred thousand dollars and five years’ imprisonment on conviction
on indictment.

Clause 15 seeks to create the offence of computer-related fraud and would carry a fine of one
million dollars and five years’ imprisonment on summary conviction or a fine of two million dollars
and ten years’ imprisonment on conviction on indictment.
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16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

Clause 16 seeks to create the offence of identity theft through the use of a computer system
which would carry a fine of three hundred thousand dollars and three years’ imprisonment on
summary conviction or a fine of five hundred thousand dollars and five years’ imprisonment on
conviction on indictment.

Clause 17 seeks to create the offence of luring, which is the use of a computer system to set up a
meeting with a child for the purpose of abusing the child. This offence would carry a fine of one
million dollars and ten years’ imprisonment on summary conviction or a fine of two million dollars
and fifteen years’ imprisonment on conviction on indictment.

Clause 18 seeks to create the offence of violating a person’s privacy by capturing and sharing
pictures or videos of a person’s private area without his consent. This offence would carry a fine
of one hundred thousand dollars and two years’ imprisonment on summary conviction or a fine
of five hundred thousand dollars and three years’ imprisonment on conviction on indictment.
Clause 19 seeks to criminalise the act of sending multiple electronic mail messages that are
unsolicited and which causes harm to a person or damage to a computer. This offence would carry
a fine of three hundred thousand dollars and three years imprisonment on summary conviction
or a fine of five hundred thousand dollars and five years’ imprisonment on conviction on
indictment.

Clause 20 seeks to create the offence of harassment through the use of electronic means with the
intent to cause emotional distress. This offence would carry a fine of one hundred thousand
dollars and three years’ imprisonment on summary conviction or a fine of two hundred and fifty
thousand dollars and five years’ imprisonment on conviction on indictment.

Clause 21 would provide for the jurisdiction of the Courts of Trinidad and Tobago as it would relate
to its territorial limits under the Act.

Clause 22 would impose liabilities for offences committed by a body corporate or any person
purporting to act in such capacity.

Clause 22 would impose liabilities for offences committed by a body corporate or any person
purporting to act in such capacity.

Clause 24 would impose liability on a person who has knowledge about the functioning of a
computer system but who fails to render assistance to access computer data that is the subject
of a search warrant.

Clause 25 would empower a Magistrate to order an internet service provider or any entity with a
domain name server to remove or disable computer data that is being stored or transmitted in
contravention of the Act.

Clause 26 would empower the Court to make a production order relating to computer data that
is required for a criminal investigation or criminal proceedings.

Clause 27 empowers a Magistrate to order the expedited preservation of computer data if he has
reasonable grounds to believe that the data is susceptible to modifications.

Clause 28 would impose liability on an internet service provider who intentionally and without
lawful excuse discloses the details of an Order of a Court.
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29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

Clause 29 would give authority to a Magistrate, who has reasonable grounds to believe that data
stored in a computer system is required for a criminal investigation, to order the partial disclosure
of traffic data.

Clause 30 would provide that a Magistrate may authorize a police officer to utilize remote forensic
tools if he reasonably believes that evidence cannot be collected without the use of such tools.
The Schedule to the Act would stipulate the offences for which these tools may be used.

Clause 31 would empower the Court to order payment of an additional fine where monetary
benefits were gained as a result of the commission of an offence under the Act or where loss or
damage was caused as a result.

Clause 32 would empower the Court to order payment of compensation for loss or damage
suffered as a penalty for offences under the Act and the procedure for making an application for
such compensation.

Clause 33 would provide the procedure for the Court to make a forfeiture order and the treatment
of property forfeited as it relates to any property used for, or in connection with, or obtained as
proceeds from the commission of an offence under the Act.

Clause 34 would empower the Court to issue a warrant for the search and seizure, and a restraint
order to prohibit the disposal of, any property that is to be forfeited under the Act.

Clause 35 would provide that an internet service provider is not under an obligation to monitor
the information which it transmits or stores on behalf of another person or to actively seek facts
or circumstances which would indicate illegal activity. This clause also seeks to prohibit an internet
service provider from refusing to comply with any order of the Court or other legal requirement.
Clause 36 would provide that an access provider is not criminally liable for providing access to, or
transmitting information prohibited by the Act under certain circumstances.

Clause 37 would provide that a hosting provider is not criminally liable for the storage of
information prohibited by the Act under certain circumstances.

Clause 38 would provide that a caching provider is not criminally liable for storing information
prohibited by the Act under certain circumstances.

Clause 39 would provide that an internet service provider is not criminally liable for enabling
access, via electronic hyperlink, to information provided by another person in contravention of
the Act under certain circumstances.

Clause 40 would provide that a search engine provider who creates an index of internet-related
content or makes available electronic tools to search for information is not criminally liable if he
does not initiate the transmission, select the receiver of the transmission, or select or modify the
information contained in the transmission.

Clause 41 would give the Minister the power to make Regulations for the proper administration
of the Act.

Clause 42 would repeal the Computer Misuse Act, Chap. 11:17.



BILL ESSENTIALS

The Cybercrime Bill, 2015

Considerations

e The Bill provides that a child means a person under the age of eighteen (18) years as opposed to
fourteen (14) as specified in the Children Act 2012.°

e The Bill does not define ‘cybercrime’ however, it is defined in the Trinidad and Tobago Cyber
Security Agency Bill, 2015

e The offence created by clause 17 appears to be in conflict with offences created by section 7 and
8 of the Sexual Offences Act Chap. 11:28.1!

e The Bill makes it an offence to violate a person’s privacy by capturing and sharing pictures and/or
videos of a person’s private area without his consent.

e The Bill provides that the Court may order an additional fine for an offence committed if monetary
benefits were gained as a result of the offence.

e The Bill provides the internet service providers may be subject to a production order during the
course of criminal investigations or criminal proceedings.

Comparative Legislation in other Jurisdictions

Country Legislation Remarks
United Kingdom | Computer Misuse Act An Act to make provision for securing
1990%2 computer material against unauthorized
access or modification; and for connected

purposes
Australia Cybercrime Act 20013 An Act to amend the law relating to

computer offences, and for other purposes.
The Act covers computer offences and law
enforcement powers relating to

) L electronically stored data.
Cybercrime Legislation

14
L An Act to implement the Council of Europe

Convention on Cybercrime, and for other
purposes

% http://www.ttparliament.org/legislations/a2012-12.pdf
10 http://www.ttparliament.org/legislations/b2015h08.pdf
11 http://rgd.legalaffairs.gov.tt/Laws2/Alphabetical List/lawspdfs/11.28.pdf
12 http://www.legislation.gov.uk/ukpga/1990/18/introduction/enacted
13 http://www5.austlii.edu.au/cgi-bin/download.cgi/cgi-
bin/download.cgi/download/au/legis/cth/consol act/ca2001112.rtf
14 http://www.austlii.edu.au/cgi-bin/download.cgi/cgi-
bin/download.cgi/download/au/legis/cth/num act/claa2012304.rtf
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New Zealand Crimes Amendment Act This is an Act to amend the Crimes Act 1961 and
2003% contains an entire section on crimes involving

computers.
Jamaica The Cybercrimes Act 2010%° An Act to provide criminal sanctions for the

misuse of computer systems or data and the
abuse of electronic means of completing
transactions and to facilitate the investigation
and prosecution of cybercrimes.

Nigeria Cybercrime Bill, 2013% An Act to provide for the prohibition, prevention,
detection, response and prosecution of
cybercrimes and for other related matters.
Singapore Computer Misuse Act 199318 An Act to make provision for securing computer
material against unauthorized access or
modification and for matters related thereto.

Computer Misuse and Cyber An Act to make provision for securing computer
Security Act (Chapter 50A)% material against unauthorized access or
modification, to require or authorize the taking of
measures to ensure cybersecurity, and for
matters related thereto.
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